Abstract Memristors or memristive devices are two-terminal nanoionic systems whose resistance switching effects are induced by ion transport and redox reactions in confined spaces down to nanometer or even atomic scales. Understanding such localized and inhomogeneous electrochemical processes is a challenging but crucial task for continued applications of memristors in nonvolatile memory, reconfigurable logic, and brain inspired computing. Here we give a survey for two of the most powerful technologies that are capable of probing the resistance switching mechanisms at the nanoscale -transmission electron microscopy, especially in situ, and scanning tunneling microscopy, for memristive systems based on both electrochemical metallization and valence changes. These studies yield rich information about the size, morphology, composition, chemical state and growth/dissolution dynamics of conducting filaments and even individual metal nanoclusters, and have greatly facilitated the understanding of the underlying mechanisms of memristive switching. Further characterization of cyclic operations leads to additional insights into the degradation in performance, which is important for continued device optimization towards practical applications.
Resistive Random Access Memories (ReRAMs), or memristors [1] , have tremendous potential for applications in nonvolatile embedded or storage class memories [2, 3] , as well as in-memory logic that overcomes the von Neumann bottleneck [4] . They are also envisaged to form the basis of power-efficient neuromorphic systems by implementing plasticity similar to that of biological synapses [5] . Consequently, extensive efforts have been devoted to research into this novel class of devices, including studies of switching materials, device structures, scalability, integration, and so on. In particular, it is very important to understand the fundamental operation mechanisms of ReRAM in order to guide device-related studies. It is well known that the resistance switching effects in memristors are usually modulated by ionic transport and subsequent conducting filament formation/dissolution processes occurring at dimensions around 10 nm, and even down to atomic scales [6] [7] [8] , hence elucidating the switching mechanisms requires advanced characterization techniques capable of resolving the nanoscale switching regions formed randomly in the devices. Here we give a survey of two of the most important technologies in understanding the switching mechanisms of ReRAM -transmission electron microscopy (TEM), especially when applied in situ, and scanning tunneling microscopy (STM). We will discuss the principles and designs behind these techniques, and show how they have furthered the understanding of the nature and dynamic evolution of conductive filaments. Finally, the remaining challenges in the understanding of memristive mechanisms will be briefly discussed.
1 In situ TEM characterization of metal filament-based ReRAM
Sample structures enabling in situ TEM observations
TEM is a widely adopted technique in the study of ReRAM, including experiments performed on both cation migrationbased conductive bridge random access memories (CBRAMs) and anion migration-based valence change memories (VCMs). It is capable of achieving direct visualization of the nanoscale localized filaments that are thought to be responsible for resistance switching. TEM is a microscopic imaging technique in which a beam of electrons is transmitted through an ultra-thin specimen (thickness < 100 nm) and an image is subsequently formed from the interaction between the electrons and the sample. Due to the small de Broglie wavelength of electrons, and especially thanks to recent technological advancements such as the introduction of spherical aberration correctors, state-of-the-art TEM instruments have reached unparalleled resolutions beyond the angstrom scale, making TEM one of the most powerful technologies to resolve the structural details of conducting filaments [9] [10] [11] [12] . In addition, analytical studies of the filaments can be realized utilizing complementary techniques in TEM, such as energy dispersive X-ray spectroscopy (EDS or EDX), electron energy loss spectroscopy (EELS), and so on, providing further information about the composition and chemical states of filaments. Besides static characterization, in situ TEM observation allows simultaneous monitoring of both electrical switching behavior and real-time evolution of microstructure. Such in situ TEM studies have been widely performed to study ReRAM devices, and have greatly facilitated the understanding on the filament growth and dissolution dynamics as well as detailed electrochemical processes involved in resistance switching.
Various sample structures have been carefully designed in order to meet the specific challenges of in situ TEM observations of filament dynamics. In general, the samples should represent the ReRAM devices studied in terms of essential attributes or structures, so that the findings acquired from the model system can be applicable to ReRAM developments. The samples should also be thin enough (typically <100 nm) so that any meaningful structural changes during switching can be visualized by the transmitted electron beam, while they should not lose their programmability at this thickness and inside the TEM chamber. Figure 1 summarizes typical structures that have been adopted in existing studies. A crude classification of existing TEM sample structures divides them into two different configurations: vertical and planar ones. Figures 1a-c show in situ vertical TEM structures, which better resemble the structure of ReRAM cells. For instance, Fig. 1a shows a vertical setup in which a switching dielectric-encapsulated tungsten probe is contacted with a silver wire inside the TEM column [9, 10] , forming a typical CBRAM structure of active electrode/dielectric/inert electrode. This facile, nondestructive design allows thin and clean TEM samples to be fabricated that are directly ready for in situ programming and imaging, refraining from contamination and damage that are usually inevitable in traditional sample preparation. In situ vertical TEM samples can also be prepared by focused ion beam (FIB) cutting [13] or traditional manual grinding followed by ion milling [14] , as shown in Fig. 1b and c, respectively. Besides specimens with vertical configuration, in situ TEM studies have also been performed on samples in planar configurations [9] , as shown in Fig. 1d . Such samples are usually fabricated on ultra-thin SiN x membranes, and hence the samples can be directly subjected to TEM imaging without going through any destructive thinning process. The lateral layout renders a clear sight of the switching region and allows one to directly observe any structural changes to the device down to the smallest details. This structure can be further modified by adopting a fabrication order of bottom electrode, electrolyte (switching dielectric), and top electrode, forming a slant structure as shown Fig. 1e , which partly resembles the features of vertical structures [15] . In order to further understand the dynamics in CBRAM from a more fundamental point of view, special attention should be paid to the dynamics of individual metal nanoclusters as well, in addition to that of whole filaments. Figure 1f shows a dedicated sample structure for in situ TEM observations of metal clusters. The details will be discussed in subsequent sections.
Classification of dynamic metal filament growth modes
TEM studies employing the sample structures detailed above have been performed widely, providing unambiguous evidence for the formation of conducting filaments in ReRAM and hence supporting the filamentary theory. In addition, more in-depth understanding was acquired of the composition, crystalline structure and chemical state of the filaments, and even their growth dynamics. In agreement with previous theoretical assumptions, the conduction channels formed in a majority of CBRAM devices were found to be composed of Ag or Cu metal filaments, as shown by high-resolution TEM (HRTEM) or electron diffraction analysis [9, 13, 17] , although a few reports have also suggested that phase transitions may serve as an alternative cause for the switching in some chalcogenide-based solid electrolytes, such as Ag 2 S [18] and Ag-Ge-Se [19] .
In contrast to the highly consistent results on filament composition, recent in situ TEM observations of different device systems paint a diverse picture of switching dynamics, including the filament growth direction (initiating from the active electrode [9, 10, 13, 14] or from the inert electrode [15, 20, 21] ), filament geometry (forward cone/dendrite [9, 10, 22] , backward cone/dendrite [20] , or cylindrical filament [13, 23, 24] ), and filament morphology (continuous metal wire [13, 15, 17, 21, 23, 24] or a chain of individual metal clusters [9, 25] ). These findings have greatly enriched the understanding of electrochemical processes occurring in ReRAM such as ionization, ion migration and filament nucleation, etc. A careful examination of the growth behaviors can divide them into 4 categories, as depicted in Fig. 2 , except for a few studies in which full details of growth dynamics cannot be determined from existing information. These different filament growth modes in different device systems can be ascribed to variations in kinetic parameters governing the growth process, with ion mobility (μ) and redox reaction rate (Γ) being two of the most important. Below we discuss these different growth modes, together with experimental observations from in situ TEM studies.
Growth mode a: high ion mobility, high redox rate case
When the ion mobility in the switching dielectric is high and homogeneous, it is expected that the metal ions can reach the inert electrode quickly, and thus the growth should initiate there. Meanwhile, a high redox reaction rate results in the reduction of large numbers of ions at the inert electrode interface, leading to inverted cone-shaped filaments, as schematically shown in Fig. 2a . In reality, the properties of high μ and high Γ are usually found in conventional solid electrolytes [2, 26] , and the growth dynamics depicted in Fig. 2a [21] , Cu/Cu-GeTe/Pt-Ir [20] , and Pt-Ir/Cu-GeS/Pt-Ir [17] devices (Fig. 3) . Besides the filament growth direction initiating from the inert electrode, the filaments in both the Cu/Al 2 O 3 /Pt (Fig. 3a) and Cu/Cu-GeTe/Pt-Ir (Fig. 3c) systems exhibited a geometry akin to an inverted cone, while the filaments in Ag/H 2 O/Pt manifested as a few dendrites growing in parallel at the beginning, only one of which eventually reached the active electrode (Fig. 3b) [21] . Consequently, overall the thinnest region of the conduction channel still resides at the active electrode interface, in agreement with the filament geometry depicted in Fig. 2a . However, the filament in the Pt-Ir/Cu-GeS/Pt-Ir device shown in Fig. 3d shows an irregular geometry, which is likely a result of the asymmetric electrode shape (one electrode is a tip and Fig. 1 Schematic illustrations of sample structures for in situ TEM observations. a Vertical structure consisting of a switching dielectricencapsulated W probe in contact with a Ag wire. Reprinted from [10] with permission. b In situ TEM experimental setup based on cross sections prepared by FIB. Reprinted from [13] Reprinted from [16] with permission. e Planar device configuration with a slant structure. The electron beam travels from top to bottom. Reprinted from [15] with permission. f Schematic of the samples consisting of Ag nanoclusters embedded in SiO 2 for in situ TEM observation. The electron beam travels into the plane of the paper, thus imaging the cross section of the drawn structure. Reprinted from [10] with permission the other is planar) rather than an intrinsic effect. The dissolution process in this mode is considered to be a reverse process of the filament growth, where the formed filament dissolves at its thinnest part, namely, the active electrode interface. This dissolution process has also been experimentally verified by in situ TEM observations [20] .
Growth mode b: low ion mobility, low redox rate case
In the other extreme case of low μ and low Γ (case b, Fig. 2b ), the ions may only be able to travel a short distance from the active electrode before achieving the critical nucleation conditions inside the dielectric, leading to filament growth from the active electrode to the inert electrode. Figs. 4a-d present a sequence of TEM images from a real-time, in situ TEM movie recorded in the forming process of Ag/a-Si/Pt devices, which unambiguously show this growth process [9] . Such a growth mode significantly departs from the filament dynamics in chalcogenide-based solid electrolytes, and has also been experimentally verified in a number of other CBRAM systems, including Ag/ZrO 2 /Pt [13] , Ag/evaporated-SiO 2 /Pt [10] , and Ag/PECVD (plasma enhanced chemical vapor deposition)-SiO 2 /Pt devices [14] , as shown in Figs. 4e, f, and 4 g, respectively. Importantly, the filament is usually not a continuous metal wire, but is instead composed of discrete metal nanoclusters, due to the low redox reaction rates, as observed in Ag/a-Si/Pt [9] , Ag/evaporated-SiO 2 /Pt [10] , and Ag/ PECVD-SiO 2 /Pt devices [14] (Figs. 4a-d, 4f and 4 g ). In this case, the high conductance in the on state is presumably a result of electrons tunneling through the nanogaps between neighboring metal clusters. It can be noticed that this growth mode typically happens in non-conventional electrolytes, such as oxides, with dramatically different material properties from chalcogenides. Also, since the kinetic parameters are closely correlated with the microstructure of the dielectrics -especially the type, number and distribution of defects -even materials with the same composition but prepared by different deposition techniques can have significantly different behaviors. For example, SiO 2 films deposited by electron beam [17] with permission evaporation and PECVD have relatively dense microstructures and consequently rather low μ, and the filament growth falls into mode b. However, SiO 2 films prepared by sputtering have relatively open microstructures containing a large number of defects. The ion mobility in the sputtered SiO 2 films is thus enhanced, resulting in filament growth initiated from the inert electrode [9] , following mode d, which we discuss below.
Growth mode c: low ion mobility, high redox rate case
In the case of low μ and high Γ (case c, Fig. 2c) , the nucleation of filaments should also take place inside the dielectric, similar to mode b. The difference lies in the high Γ in this case, which can result in persistent reduction of metal ions at the nucleation site, leading to backward filament growth from the nucleation site to the active electrode. Indeed, this type of growth was observed by in situ TEM imaging in the case of Ni filament growth in evaporated SiO 2 films, as shown in Fig. 5 [10] . Here, the low ion mobility can be ascribed to the dense microstructure of the evaporated film, and the high Γ was experimentally realized by the introduction of a large Ni source serving as the ion supply.
Growth mode d: high ion mobility, low redox rate case
In the last case of high μ and low Γ (case d, Fig. 2d ), the nucleation of filaments is expected to occur at the inert electrode due to the fast movement of ions. However, in contrast to mode a, which has a large ion supply, the limited redox reaction rate in this case determines that ion reduction will preferably take place at the edges of existing filaments with high field strengths, leading to branched filament growth towards the active electrode. This phenomenon was directly observed in the case of Ag filament growth in sputtered SiO 2 films, as shown in Fig. 6a , where the high Ag ion mobility was a result of the defective microstructure of sputtered SiO 2 .
A consequence of such a dendrite structure is that the thinnest part of the filament appears at the inert electrode interface, forming a region with enhanced electric field. As a result, subsequent filament dissolution also occurs to this region, as demonstrated in Fig. 6b and its inset [9] . Recently, this filament growth mode has also been observed in Ag/Ag-PEO/Pt devices, where very similar dendrite structures can be observed, as shown in Fig. 6c and d [22] . Table 1 summarizes existing TEM studies reporting direct observation of conduction channels in CBRAM devices. Studies on very similar sample structures but using scanning electron microscopy (SEM) observations are also included for the sake of completeness. As can be seen, metal filament growth in different CBRAM devices can indeed display significantly different dynamic behaviors, and four different filament growth modes as discussed above have been experimentally verified by in situ TEM observations. Based on these analysis, it can be seen that the ion mobility in a given dielectric primarily affects the nucleation site of the filament, and this in turn decides the direction of the filament growth. Meanwhile, the redox rates are mainly responsible for the ion supply, which impact the morphology of the filament. Through such analysis, which is closely related to kinetic parameters, the diverse growth behaviors in different CBRAM systems can now be consistently explained in a generalized framework based on the same electrochemical processes. Such models may also be applicable to VCM devices.
In situ TEM observations of individual metal clusters
As already shown in Figs. 4 and 6, in many CBRAM device systems the metal filaments are composed of individual metal clusters. This provides inspirations to further study the fielddriven dynamics of individual metal nanoclusters, which is expected to provide more fundamental understanding of the switching dynamics. Utilizing the sample structure shown in Fig. 1f, Figs . 7a-d clearly show by in situ TEM observations the dynamic behavior of a single Ag nanocluster embedded in evaporated SiO 2 upon application of electric field [10] . One can see that the original Ag cluster was gradually dissolved, while a new cluster was nucleated downstream. As the electrochemical reactions proceeded, the original cluster dissolved fully, with the new cluster expanding in size, resulting in an overall movement of Ag clusters along the direction of the applied electric field (Figs. 7a-d). Similar observations were also obtained in Ref. [14] . This process can be well understood by treating the individual metal clusters as bipolar electrodes, with an effective cathode (δ-) and an effective anode (δ+) for each cluster, which experience electrochemical reduction and oxidation reactions, respectively, as schematically illustrated in Figs. 7f-h. The above cluster dynamics were found to be a universal behavior. Similar dynamics have also been observed for other metals, including Cu, Ni and Pt. The difference between these materials lies in the electric field strength required to drive ion migration, as shown in Fig. 7e [10] . This explains why Ag and Cu are usually selected as the active electrode materials in CBRAM devices, while Pt, which requires a much higher field, is used as the inert electrode. This physicochemical process fundamentally enables ion migration in CBRAM devices and thus underpins all the above-mentioned filament dynamics. The different filament growth modes are simply different collective behaviors of 
In situ TEM observation of cyclic switching of ReRAM
The operation mechanism of CBRAM, especially the formation of metallic filaments, suggests the possibility of direct observation of filament evolution during cyclic switching via TEM. In particular, the observation of formation and rupture of filaments will not only make the mechanism of CBRAM operation clear, but also provide important information regarding suitable operation conditions. In addition, in order to improve the reliability of CBRAM devices, a physical model of device degradation is needed, which would ensure stable operation conditions for practical applications.
SET/RESET cycling in CBRAM
One of the great advantages of in situ TEM investigation is the observation of the RESET process, in which all or a part of a formed filament is thought to dissipate. However, the principal experimental difficulty lies in distinguishing a negative result from confirmation of filament dissolution. In this regard, in situ observation might be the only way to confirm the elimination of filaments. Direct observation of the RESET process should provide clear evidence for the mechanism of CBRAM switching. One of the key issues for imaging the RESET process is also the fabrication of a CBRAM cell suitable for in situ TEM.
Xu et al. first reported clear observation of the RESET process in W/AgS 2 /Ag system, in which the AgS 2 solidelectrolyte layer was contacted with an Ag nanowire [18] . The counter electrode was a movable W tip of an STM placed within the TEM. Such CBRAM cells fabricated with needletype top and bottom electrodes allow easy observation of B-^implies the growth mode cannot be determined based on the reported results structural changes in the surface because every position of the bottom electrode surface covered by AgS 2 can be used as a CBRAM cell by attaching the tungsten STM tip. In this case, reasonably clear hysteresis in current-voltage (I-V) characteristics was observed in the TEM. As shown in Fig. 8 , a relatively large on/off current ratio of up to five orders of magnitude was achieved. EDS and HRTEM lattice images were employed to investigate the formation and rupture of the conductive filament by clarifying the lattice structures and material composition. It was confirmed that a part of the initial high resistance AgS 2 in the argentite phase was changed to a mixture of lowresistance AgS 2 in the acanthite phase and metallic Ag nanoparticles during SET. In the reverse process, part of the low resistance Ag-rich area was seen to change to the argentite phase during RESET. A similar analysis was reported by Fujii et al. for the Pt-Ir/CuGeS/Pt-Ir system in which both of the top and bottom electrodes were also needles [17, 30] . The bottom electrode was a Pt-Ir needle covered by a thin Cu-GeS solid electrolyte formed by magnetron sputtering. The top electrode was a movable Pt-Ir STM tip. Clear TEM video images in which Cu-like filaments grew from the bottom electrode during the SET process and disappeared toward the electrode during the RESET process were observed, together with I-V hysteresis. The timings of the growth and elimination of a filament corresponded to the resistance changes, which are clear evidence of the SET and RESET operations of CBRAM. EDS and selective area diffractometry (SAD) revealed that the filament contains a large amount of metallic Cu.
More sophisticated CBRAM samples applicable to in situ TEM were fabricated by Liu et al. by employing skillful FIB fabrication, as shown in Fig. 9 [13] . A sample stage was made on the tip of a tungsten needle cut by FIB (Fig. 9a) . 100-nm-scale stacked Ag (or Cu)/ZrO 2 /Pt/Ti CBRAM cells were also formed using FIB cutting and milling. SET and RESET I-V characteristics were measured in TEM, as shown in Fig. 9c and d. Detailed observations, together with the EDS analysis, confirmed the formation of Ag or Cu filaments in the ZrO 2 electrolyte during the SET process. The dissolution of the filament toward the cathode was observed during RESET.
As shown above, direct measurements of reversible SET/ RESET processes have enabled observation of the formation and rupture of conducting filaments. It should be noted that almost all reports of in situ TEM analysis confirm a negligible electron-beam radiation effect on the SET/RESET switching characteristics.
Multiple switching cycles
The observation of multiple resistance switching cycles is necessary because repeatable write and erase cycles are essential for RAM. A crucial point for the measurement is to ensure stable positioning of the STM probing system working in TEM, which can be achieved only by continuous and steady experimental effort. The observation of cyclic filament formation and rupturing allows precise relations between the operation condition and the filament formation to be revealed, enabling further understanding of the switching mechanism.
The first CBRAM cyclic switching characteristics were observed through the use of Pt/MoO x /TiN CBRAM system in which the MoO x layer was used as a solid electrolyte [31] [32] [33] [34] . Needle-like stacked CBRAM samples were formed on a Si wafer using an ion-shadow process [35] and measured in TEM using a movable STM Pt-Ir counter electrode. More than 20 cycles of SET/RESET operations were successfully achieved, as shown in Fig. 10 [31] . Time-resolved TEM images in which Cu-like filaments were cyclically formed and dissolved between the top and bottom electrodes were reported. The formation of Cu filaments occurred from the cathode (TiN) toward the anode (Cu), fitting well with a model in which positive Cu ions move from anode to cathode and are deposited as a filament [33] . In the RESET process, however, Cu filaments shrink towards the Cu electrode, as shown in Fig. 11 , which is not consistent with the Cu re-ionization model [36, 37] .
An important finding in cyclic operations is the relation between the compliance current and the size of the conductive filament. As predicted in previous work showing a clear relation between the compliance current and resistance, an increase in filament diameter with increasing compliance current was confirmed. Although an unvarying filament position may naively be expected during the cyclic operation, filaments were sometimes formed at different positions [33] . To clarify this phenomenon, further investigations of time dependent SET/ RESET operations, including over/under SET and/or RESET [31] [15] . More than ten cycles of SET/RESET switching were performed in TEM. In the SET operation, a Cu filament growth from the Pt electrode to the Cu one was observed, as shown in the time-resolved STEM images (Figs. 12b-e) . The filament was also visible by comparing the averaged STEM images before (Fig. 12a) and after (Fig. 12f,g ) the filament formation process. A partially cut Cu filament at the Cu electrode side was observed after RESET, as shown in Fig. 12i , accounting for the RESET switching. These results are consistent with the standard model of CBRAM operation [36, 37] . 
Device characterization & reliability issues analyzable by in situ TEM
It is well known that one of the key uses of TEM in semiconductor industries is in failure analysis of devices and circuits. If one can operate ReRAM devices in a TEM, failure processes may be observed, which may enable us to determine the origin of device degradation. For this purpose, it is of significance to run cyclic operations in TEM.
Arita et al. investigated a type of endurance failure for a Cu/ WO x /TiN CBRAM [12] . Ten cycles of resistance switching were tested using in situ TEM by increasing the compliance current from 20 to 300 μA in a step-by-step fashion, which resulted in degradation (manifested as reduction of device resistance) of the high resistance states (HRS). This corresponds to so-called accelerated current (voltage) stress tests [38] . TEM images at HRS after the RESET operation (Figs. 13a-h) showed that the WO x layer (bright contrast region) seemed to become thinner. These results clearly showed that the origin of HRS degradation was Cu deposition at the top and bottom electrodes.
An extreme example of stable cyclic operation was achieved using a CuTe-based CBRAM similar to that developed as a 16 Gbit memory by Sony and Micron [40] . I-V hysteresis loops of more than 60 cycles and pulse switching operation of 100,000 cycles were achieved by Kudo et al., together with the TEM images of filaments as shown in Fig. 14a and b [39, 41] . The samples used for in situ TEM were fabricated using FIB. An example of the FIB sample is shown in the inset of Fig. 14a . In addition, retention of the memory state for over three months was verified. These results suggest that electrical measurements that are usually carried out using probe stations can potentially be performed in the environment of TEM chamber as well.
The results described above are clear evidence that in situ TEM is a powerful tool to analyze the reliability of CBRAM, because the images before and after changes or degradation can be observed directly. However, one of the difficulties in using in situ TEM is that the setup of the system is complicated to use, and the sample preparation is challenging, which makes the turn-around time of evaluation long. If we can intentionally introduce defects or impurities so that the degradation in the TEM sample can be controlled, the cause and effect relationships between the microstructural changes and the device degradation will be more easily clarified.
In-situ TEM of filamentary ReRAM based on oxides
The operations of oxide based ReRAM may be classified into two categories: filamentary and interface switching, while bulk effects like Mott transition are also discussed in the literature. Conductive filaments (CFs) of oxygen vacancies formed in the insulating oxide layer play an important role in the filamentary ReRAM, while electronic states near the electrode-oxide interface contribute to the operation in the interface switching [2, 42, 43] . In this section, in situ TEM of filamentary oxide ReRAMs is surveyed. In this case, a softbreakdown process called electroforming is required prior to the SET/RESET operation. In usual cases, the CF template is formed in the initially highly resistive switching layer, leading to the initial LRS. Resistance switching is generally understood to occur by rupture (RESET) and growth (SET) of the CF through thermochemical or electrochemical changes of the oxide in terms of valence state (TCM or VCM).
Electroforming can generate significant stresses, which will result in large-scale movement of oxygen within the sample [44] , and the ReRAMs can occasionally fail even if instrumental current compliance is set [45] . This is fatal for tiny insitu TEM samples exposed to the vacuum. Fujii et al. investigated the electroforming process of NiO with a series resistor of 1 kΩ [46] to avoid this issue. As shown in Figs. 15a-b , they demonstrated sudden formation of the CF. The CF contained less oxygen than the bulk of the oxide (Fig. 15c-d) [47] , and its diameter decreased by reducing the current. However, subsequent RESET was not achieved because the oxygen liberated during electroforming escaped into the vacuum. Reports of in-situ electroforming are rare in the literature. This is due to the fact that control of power dissipation during electroforming is difficult, and current overshoot is hard to prevent. There was a report to realize gradual electroforming, in which oxygen vacancies were introduced by the TEM electron beam [48] . Another way is the detection of the switching region after electroforming, using an FIB. Though it is time consuming to find the CF region, it can be a way to investigate the SET/RESET operations.
In the following section, we show successful examples of in situ observations of oxides based filamentary devices. After ex situ and in situ TEM of Pt/TiO 2 /Pt, it was confirmed that a CF of the conductive Ti 4 O 7 Magnéli phase contributes to the operation Fig. 10 Cyclic endurance properties of the Pt/MoOx/TiN CBRAM system. Reprinted from [31] with permission [11, 49] . Kwon et al. performed in situ RESETs using a SET sample containing the Magnéli CF. The resistance increased (Fig. 16a) , and the superlattice reflections of the Magnéli phase correspondingly disappeared (Figs. 16b-c) , thus accounting for the RESET process [11] . In a Pt/NiO/TiO 2 /Pt stack ReRAM, it was further reported that CF rupture took place at the interface between the two oxides, and the method to localize the RESET position and to achieve quick RESET was also discussed [50] . Cyclic in situ TEM observations, as discussed in section 3, are expected to shed light on the dynamics of this process.
In situ TEM of the unipolar Pt/ZnO/Pt system by Chen et al. is a rare example of electroforming achieved by in situ switching operations (Fig. 17a) [51] . By applying a negative voltage to the top electrode (TE) in the initial state (Fig. 17b) , dark contrast appeared in the ZnO layer near the electrode. Afterwards, a filament-like contrast grew from the TE (Fig. 17c) and LRS was achieved when it reached the bottom electrode (BE) (Fig. 17c) . The researchers performed EELS measurements and concluded that the CF was Zn-rich ZnO 1-x (or Zn). This CF growth can be understood to be caused by migration of oxygen vacancies along the electric field and their accumulation. EDS data indicated lower oxygen content near the cathode (TE). In the RESET process, the CF ruptured at the narrowing position where Joule heating is significant (Fig. 17e) . The remaining section of the CF at the BE side shrank toward the BE (arrow in Fig. 17f ). Thermochemical reactions accompanied by oxygen migration is thought to contribute to this RESET operation, as is widely expected for unipolar ReRAM. Unfortunately, the resistance got stuck in the LRS without further switching after several switching operations. This may be caused by loss of oxygen into the TEM vacuum.
Tantalum oxides are also widely investigated for CMOScompatible ReRAM devices. Park et al. reported in-situ switching of a Pt/SiO 2 /a-Ta 2 O 5-x /a-TaO 2-x /Pt structure (Fig. 18a) , where the SiO 2 layer was included to reduce the switching current [52] . They achieved bipolar operation, and an on/off resistance ratio larger than 100 was realized (Fig. 18b) . Nano-scale CFs introduced during electroforming were partly annihilated and re-formed in the RESET and SET processes, respectively (Fig. 18c) . Based on the EELS-STEM results (Fig. 18d) , the CF was concluded to be metallic TaO in the LRS and an insulating Ta 2 O 5 -TaO 2 mixed valence compound in the HRS. After careful analysis of HAADF-STEM data, the authors claimed that switching occurred within a section of the CF between the uppermost Pt and a-TaO 2-x . Using HAADF-STEM and ex situ Auger measurements, they discussed the migration of oxygen vacancies driven by electrical stress. Realization of multiple in situ switching cycles is one of the important results of this work, which is useful for degradation tests of ReRAM devices.
There have been reports of complex VCM/CBRAM behavior in systems involving metallic CFs other than the more conventional Cu and Ag used for CBRAMs. Wu et al. investigated the unipolar Ni/HfO 2 /SiO 2 /Si system in which Ni was positively biased [53] . On electroforming with a compliance Fig. 11 TEM images of filaments in the Pt/MoO x /TiN CBRAM system during the RESET process, extracted from a video. Numbers indicate the order of video frames. The interval between video frames was 30 ms. The top dark, middle bright, and the bottom dark areas correspond to Cu, MoOx, and TiN layers, respectively. Reprinted from [33] with permission current of 10 μA, no change was seen in the switching region. However, in subsequent operation at 100 μA, the resistance decreased further (SET, Fig. 19a) , and Ni penetrated the HfO 2 and SiO 2 layers and reached the Si, forming a silicide (Fig. 19b) . It was hypothesized that the CF of oxygen vacancies was formed during electroforming, and a metallic Ni CF punched through the oxide layers during the SET process. Migration of Ni was clearly opposite to the direction of electromigration. During the RESET process as the resistance increased (Fig. 19c) , the Ni CF vanished from the oxide layer (Fig. 19d) . The Ni CF thus contributed to the switching but was not the whole story. As is widely accepted, an increase of the switching current enhances the retention of the LRS [54] . However, this may increase the probability of CFs getting material from the electrode. Careful investigation of these processes will be useful for understanding device failure mechanism.
In the examples listed in this section, the CFs formed by oxygen vacancies play key roles in resistance switching. Therefore, distributions of the oxygen vacancies and accompanying changes of the crystal structure should be investigated carefully by in situ TEM. Consequently, various experiments like TEM, HRTEM, HAADF-STEM, EDS, EELS and SAD have been performed [see, for example, Ref. 44] . These investigations are valid also for research studying electronic devices other than ReRAMs. For example, Li et al. performed in-situ EELS-STEM and investigated the distribution of oxygen vacancies during electrical stressing to understand the properties of Flash memories [55] . Their state is essentially the same as that of ReRAMs just before electroforming. Searching of in-situ TEM reports in other related research fields will therefore give interesting information to researchers developing ReRAM devices.
At the end of this section, we briefly describe other examples related to TEM studies on oxides based ReRAM. The Perovskite-type complex oxides are widely known ReRAM materials. In contrast to the above studies of filamentary switching, no clear changes in TEM image were seen in the in situ switching of polycrystalline Pr 0.7 Ca 0.3 MnO 3 (PCMO) [56] . To understand details of the switching layer, epitaxial films have been investigated for in situ TEM. For example, in situ TEM/EELS of a Pt/La 0.85 Sr 0.15 TiO 3 (LSTO)/ SrTiO 3 :Nb epitaxial film was performed [57] . By comparing with reference films, it was reported that the oxygen content at the Pt/LSTO interface decreased after electroforming and SET, but increased after RESET. On the other hand, in the Au/PCMO/SrTi 0.99 Nb 0.01 O 3 (STNO), only a faint change of oxygen content at the PCMO/STNO interface after SET was detected [58] . Nevertheless, in situ electron diffraction patterns from PCMO indicated detwinning of the pesudo-cubic Reprinted from [15] with permission PCMO as well as structural transition to a long-range ordered phase after RESET. This change in the bulk PCMO film was claimed to contribute to the resistive switching besides the interface dominated switching seen in PCMO with nonnoble metal electrodes. The appearance and/or disappearance of the ordered phase was reported in other references for PCMO, and oxygen vacancy ordering and electronic band bending at the electrode/PCMO interface were discussed in relation to switching [59, 60] . The rare-earth oxide CeO 2 / STNO epitaxial film investigated by in situ HRTEM, SAD as well as EELS is another example [61] . In this case, a superstructure Ce 2 O 3 caused by oxygen vacancies appeared at SET and disappeared at RESET. This may achieve the filamentary switching as in TiO 2 -base ReRAM. An interesting result was reported for a TiO 2 (rutile) single crystal sandwiched between tungsten and TiN electrodes [62] . At electroforming, the Magnéli phase developed at the W/TiO 2 interface and extended towards the TiO 2 /TiN interface but with a 50 nm thick Magnéli phase-free zone near TiN. At SET, the Wadsley defects passed through this free zone, which are planar defects of oxygen vacancies. The defects retracted at RESET. This defect may behave as the CF, though further investigation is required to confirm this.
While various oxides have been reported to show resistance switching and several switching mechanisms have been proposed, the number of in situ TEM reports are still not so much. Whereas it is hard to detect the migration and accumulation of oxygen vacancies and related crystallographic changes in local areas, further recording of in situ TEM results are expected for deep understanding of this type of ReRAMs.
5 Scanning tunneling microscopy for the investigation of resistance switching phenomena Conventionally, resistance switching (RS) devices use thin dielectric films as active layers whose conductivity can be electrically tailored [2] , sandwiched between conductive electrodes. The physical structure of these materials is fundamental to their electrical properties and significant correlation has been demonstrated between structural reconfiguration and changes in device resistance [29, 44] .
As the field of resistance switching grows, a diversity of characterisation methods are needed in order to study the relationship between nanoscale structures and electrical behaviour. Highly confined nanoscale features, such as conductive filaments and localized phase changes, can be responsible for variations in the conductive state of the active layer [9, 63] . Scanning probe microscopy (SPM) enables the probing of features on the nanoscale, along with the facility for spectroscopic measurements. However, the generally insulating nature of the pristine oxide materials used in resistance switching presents particular challenges for scanning probe microscopies that measure variations in conductivity.
Generally, the top electrode of a resistance switching device is fixed and used as a good contact for electrical operation. However, this complicates the systematic study of the active layer as it is then inaccessible beneath the electrode, which must be removed in order to probe the layer below.
An advantage of SPM as applied to RS devices is that the behaviour of the active layer can be studied without the presence of a top electrode [64] [65] [66] [67] [68] [69] , allowing researchers to further their understanding of switching materials -both the pristine states and those formed after electrical bias. The standard technique for such studies is conductive atomic force microscopy (CAFM), used for the first time by Murrell et al. to investigate local dielectric properties of SiO 2 thin films [64] and soon extended to a wide range of material systems [65] . Here, the conductive tip of the CAFM cantilever acts as a microelectrode with which both read and write processes can be performed.
CAFM is readily applicable to many materials and aside from classical conductance and switching measurements, more advanced experiments have been performed. An interesting example is conductance tomography, in which [12] with permission electrical conductivity mapping is combined with ablation of surface layers in order to realize three dimensional maps of conductive filaments [63] .
However, CAFM has several disadvantages. Due to the nature of contact mode measurements, mechanical deformation of the surface morphology is possible, particularly on soft materials or with high loading forces [67] . The switching properties may also be strongly dependent on the loading force, as e.g. Singh et al. demonstrated for Cu 2 O [68] ; depending on the used loading force either unipolar or bipolar switching was observed. Furthermore, most CAFM cantilevers use standard silicon tips, coated with a thin metal or doped diamond layer. This increases the diameter of the tip apex (typically >10 nm), limiting the lateral imaging resolution and therefore the minimum switching area. Local heating effects at higher currents may also damage or remove the coating, affecting the conductivity and resolution of the tip.
STM is a powerful alternative for CAFM and addresses most of these problems. STM is a valuable tool in probing nanoscale features and electrical behaviour simultaneously, as the probe can act as both an electrode and a map.
STM uses an atomically sharp metallic needle to scan a conductive sample surface, while a voltage is applied between the needle and sample. The field between the tip and the sample allows the local redox and ion transport processes at the heart of RS to be initiated and observed [69] . Unlike in contact-mode CAFM, there is no mechanical contact between the tip and the surface, thus mechanical deformation of the sample is excluded. By holding either the needle height or tip-sample current constant and measuring the other variable, it is possible to map both the topography of the sample and its conductivity.
Electrons tunnel through the vacuum gap between the tip and the sample surface. By using quantum mechanical perturbation theory under the assumption of a spherical tip apex with the radius r the tunnelling current I T can be approximated for low bias voltages U B by the following equation:
The exponential dependence of the measured tunnelling current on the tip-sample distance z results in a nearly exclusive contribution of the outermost atom of the STM tip to the tunnelling process. Thus, STM offers a greatly increased spatial resolution compared to CAFM. Furthermore, the dependence of tunnelling current on the local electron density ρ(E F ) at the Fermi level provides information on the electronic properties of the sample, which can be studied by scanning Fig. 15 a-b In-situ TEM video images before and after electroforming of Pt-Ir/NiO/Pt-Ir. Inset in b is the I-V graph of electroforming. c-d EDS spectra from the CF and the neighboring region, respectively. Reprinted from [46, 47] 
with permission
Fig. 14 a I-V hysteresis characteristics of more than 60 SET/RESET cycles in a CuTe-based CBRAM, with a TEM image of the measured sample, and b SET/RESET pulse cycles on the 30-nm cell measured in a TEM. Reprinted from [39] with permission tunnelling spectroscopy (STS). However, the additional dependence on the electronic states of both the sample and the tip can complicate the interpretation of STM images due to the mixture of electronic and topographic information.
Although not the focus of this review, it is of note that STM measurements in the extended field of resistance switching led to the validation of the Batomic switch^by Terabe et al. [8] . Additionally, by using switching time as a kinetic parameter that is, in contrast to the current, independent of the electronic properties, studies on pure ion conductors have been possible [70] . For resistance switching studies on transition metal oxides, STM has not been as widely used as CAFM. The main reason for this is the necessity of sufficient sample conductivity, not only in the low resistance state (LRS) but also in the high resistance state (HRS), to exclude surface charging effects. However, this issue can be avoided or minimised in many cases either by extrinsic doping [71, 72] or thermal reduction [73] , enabling quantum mechanical tunnelling even on macroscopic insulators without significantly influencing ionic processes.
The first resistance switching phenomena induced by STM were found on ultrathin SiO 2 and Al 2 O 3 films. At the end of the last century Watanabe et al. observed local dielectric breakdown in SiO 2 thin films by scanning the surface with a high negative tip potential. They attributed this to additional defect states formed by hot electron injection from the STM tip [74, 75] . Most switched areas showed metallic conductance after treatment, characterised as hard breakdown, whereas some smaller areas displayed non-metallic transport properties that were characterised as soft breakdown [75] . Magtoto et al. showed similar effects on an Al 2 O 3 bilayer structure [76] . However, both effects were found to be irreversible. By carefully tuning the film thickness and the scanning parameters, Kurnosikov et al. were finally able to perform [77] .
The history of the study of resistance switching is strongly correlated with the investigation of high-κ materials, which are also of great interest in charge-based memories such as DRAM. The ReRAM community also benefited from the great research effort in controlled growth of high-κ materials. In particular, perovskites were of interest. Chen et al. investigated the resistance switching properties of Nb-doped SrTiO 3 in a combined STM/STS and XPS study [71] . By performing Bwrite scans^using increased positive tip voltages ≥2 V they could show an increase of electron density in the following Bread out scans^at lower voltages (corresponding to the LRS, see Fig. 20b and d) . This observation was accompanied by an increase of the Ti 3+ content in the sample and the creation of additional donor-like levels near the conduction band, detected in the dI/dV-V spectra. By using Bwrite scans^with a negative tip voltage ≤ −2 V the electron density, and thus the surface conductivity, was significantly reduced (corresponding to the HRS, see Fig. 20a and c) showing the reversibility of the switching events. In the HRS both the Ti 3+ signal and the state density of the donor-like levels became significantly lower (Fig. 20e) . This supports the notion that oxygen vacancies have an important role in the resistance switching process of SrTiO 3 . Another similar example is that of a Pt-doped Nb 2 O 5 RRAM device [72] . Figs. 20f-I shows the state of the pristine device; by increasing the tip voltage from 1 V to 3 V the number of conductive spots increases, indicating a SET process (Fig. 20f-II to Fig. 20f-IV) . By inverting the tip voltage to −3 V, conductive spots disappear due to a RESET process (Fig. 20f-V) . The localized regions showing reversible conductance levels are shown in Fig. 20f , in agreement with the observation of formation and dissolution of conducting filaments observed by TEM in oxide-based ReRAM devices (e.g. Figs. 16-18) .
Hota et al. demonstrated local resistance switching on complete Au/HfO 2 /In 0.53 Ga 0.47 As cells [78] . In this study, current imaging tunnelling spectroscopy (CITS) was used to show the formation of conductive filaments consisting of partially reduced hafnium oxide during the SET process of a ReRAM cell. In CITS, an I-V curve is recorded at each pixel of an STM image, resulting in a conductance map of the surface [79] . By applying an increased positive tip voltage the authors could show non-uniform distributed spikes in the current profile, representing locations where conducting filaments had formed (Fig. 21a) . Applying the opposite tip polarity reverses this effect (Fig. 21b) . These CITS imaging results are once again consistent with previous TEM observations of conducting filaments.
The correlation between resistance changes induced by electrical stress and an increased defect concentration has been discussed since the study of resistance switching began, but the influence of the film morphology on the local distribution of these defects was not clear. STM measurements on thin CeO films indicated the significant role of grain boundaries [80] . These distinguished areas in polycrystalline systems have a strongly increased defect level. Thus they may behave showed an enhanced conductivity at the edges of the columnar structures of sputter deposited silicon-rich SiO 2 (SiO x where x ≈ 1.3) films [81] . These edges offer sites for the nucleation of oxygen vacancies and silicon nanoinclusions, which were found to be integral constituents of conductive filaments in SiO x resistance switches [62, 63] . By placing the STM tip above a column edge and applying the appropriate voltage the sample could be reversibly switched between HRS and LRS [82] . As shown in Fig. 22a these conductive pathways around the columns are around 5-30 nm in diameter, similar to the scale of filaments shown by TEM observations (Figs. 16  and 17 ), suggesting that silica based ReRAM cells may be scaled down to small nanometer-scale dimensions in order to achieve very high levels of integration. The high sensitivity of STM can also be used to study the switching properties of highly conducting oxide materials, whose properties are inaccessible with other techniques. Moors et al. demonstrated the resistance switching activity of SrRuO 3 thin films [73] . This strong electron conducting perovskite was generally viewed as an inactive switching component and was therefore used as a common electrode material in ReRAM cells. This is due to the fact that the resistance switching in SrRuO 3 is confined to only slight changes in the electronic conductance and therefore cannot be probed by most techniques. However, with the high spatial resolution and surface resistance sensitivity of STM, resistance switching in SrRuO 3 was successfully observed, where the switching area could be scaled down to approximately 2 nm in diameter [73] .
In the same study, the authors also investigated the switching properties of the macroscopic insulator Ta 2 O 5 , demonstrating the applicability of STM to a wide spectrum of transition metal oxides [73] . Here, two different switching mechanisms were observed, depending on the stoichiometry of the samples. In the case of highly reduced TaO x films, the LRS was attained under a cathodic tip potential by reducing the TaO x locally to metallic Ta, leading to an Ohmic I-V characteristics (Fig. 23b) . In contrast, re-oxidized films exposed to ambient conditions showed a LRS under anodic tip potential by creating additional oxygen vacancies, resulting in non-Ohmic behaviour (see Fig. 23d ).
Along with STM based resistance switching studies on classical oxide materials, more advanced material systems have also been investigated. Plecenik et al. studied the I-V characteristics of epitaxially grown caxis oriented YBa 2 Cu 3 O 7−x thin films [83] . This is a material known to be a high temperature superconductor [84] . Using a Pt-Ir STM tip as a top electrode, the authors observed a temperature-dependent resistance switching effect. Here, only the resistance of the HRS was increased significantly with decreasing temperature; the LRS was unaffected. At a fixed temperature, the resistance of the LRS decreased when the maximal current or voltage value was increased, while the resistance of the HRS remained stable. Dubost et al. investigated a new form of resistance switching within the Mott insulator compound GaTa 4 Se 8 [85] . By applying electric pulses with an STM tip to the sample, an electronic phase separation concomitant with a lattice deformation could be generated. In the transited state both metallic and strongly insulating domains with a size ranging between 30 and 50 nm coexisted within the semiconducting material.
Finally, in order to reach the maximum scalability of resistance switching devices, the electrical characterisation of single nanoparticles became a focus of the ReRAM community. Here, the high resolution of STM and its ability to precisely contact nanoscale objects was crucial. Gambardella et al. investigated Co nanoparticles embedded in a TiO 2 matrix and showed local resistance switching in the tunnel conductivity at the level of a single nanoparticle by applying voltage pulses through the STM tip [86] . Hota et al. integrated Au nanoparticles in an Nb 2 O 5 matrix and studied their influence on the conductive filament formation and rupture during the SET/RESET process [87] . STM measurements using the CITS technique evidenced an enhanced filament formation and rupture in the presence of nanodots. The authors considered that the large effective surface of the Au/oxide interface resulted in an increased oxygen ion storage at the nanodot locations. Chakrabarti et al. used a copper-zinc-tin-sulphide shell to encapsulate Au nanoparticles [88] . These complex particles showed two transitions in the tunnelling conductance and, hence, multilevel switching following the application of different voltage pulses with the STM tip. Another promising approach is the use of carbon nanotubes as switching elements due to their relatively simple integration in silicon technology [89] . Ageev et al. showed that vertically aligned carbon nanotubes grown on a metallic substrate by plasma enhanced chemical vapour deposition could switch between two conductance states with different voltage pulses [90] . The proposed switching mechanism related to the internal electric field strength of a nanotube caused by a voltage pulse induced instantaneous deformation [91] .
Concluding remarks
In summary, we have given an overview of the in situ TEM and STM characterizations that have been performed to disclose the localized electrochemical processes in different types of resistance switching devices. As a high resolution technique with versatile and powerful analytical capabilities, in situ TEM studies employing carefully-designed sample structures have not only visualized the formation of metal filaments and identified their static properties, but also clarified detailed filament dynamics, including the growth directions and geometries. These findings give rise to a generalized picture for filament growth, in which the different growth modes can be explained by detailed kinetic parameters including ion mobility and redox rate. The resistance switching in oxide-based ReRAM manifests as formation and rupture of oxygen-deficient conduction channels, e.g. filaments in the TiO x Magnéli phase, driven by an applied electric field and/or thermal [78] with permission effects. Furthermore, TEM imaging during cyclic operations has revealed the dependence of filament characteristics on compliance currents and nucleation positions, and thus offered implications for device reliabilities.
In contrast to the conventional CAFM method, the adoption of STM in resistance switching characterization has the advantages of eliminating tip-sample contact-induced deformations and greatly improved spatial resolution, and have been used to understand the resistance switching mechanisms in a wide spectrum of materials ranging from transition metal oxides, highly conductive oxides and superconductors to Mott insulators, nanoparticles and carbon nanotubes. Thanks to these microscopic studies, our understanding of the [73] with permission switching mechanisms of ReRAM have been significantly improved recently, which will in turn facilitate the modelling and optimization of the devices.
Despite the encouraging progress in understanding the switching mechanisms especially that of CBRAM devices, continued research efforts are required to further clarify the detailed switching mechanisms -particularly in the case of VCM devices, which are more difficult to study. In addition, it will be of significance to establish correlations between structural evolutions at the microscopic level and the variation, degradation and failure of resistance switching devices, which can be used to guide future device optimizations. It is also imperative to further correlate the microstructural findings acquired from TEM and STM characterizations with the switching kinetics of ReRAM devices that are relevant to the time-scales of detailed physicochemical processes [92] [93] [94] , as well as establishing the role of moisture or ionic carriers such as hydroxyl groups in the process of interfacial reactions and charge transfers [95, 96] . Encouraging progress has also been made on these subjects recently, but lies outside the scope of this review. Looking forward, TEM and STM techniques will undoubtedly continue to play important roles in disclosing the detailed physicochemical mechanisms of resistance switching systems, and the findings from these studies may be of general significance for device engineering, physical chemistry, materials science, and nanotechnology.
